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Introduction
[bookmark: _GoBack]It is worth noting and mentioning that data and data security are vital considerations for any organization. Therefore, companies need to have rigid data security infrastructure as well as well trained and knowledgeable human resource to ensure excellent security for data. With that said, it is clear that security professionals face many risks, threats and vulnerabilities. Therefore, this paper addresses the existing risks, threats, as well as vulnerabilities that face security professionals and which are encountered in the retail industry. On the same note, the paper recommends best practices that can be utilized to alleviate the prevailing risks, threats and vulnerabilities. 

Risks
To begin with, security risks are threats that can damage the reputation of organizations. It is evident that information technology experts face various risks in the workplace that need to be addressed to keep the business, user data, passwords, as well as files safe. Some of the risks that security professionals face include disgruntled employees, careless workers, and mobile devices. 
Disgruntled Employees
It is noteworthy that internal attacks are considered one of the serious threats that a firm's data and systems face. Therefore, disgruntled workers, especially members of the IT team with knowledge of and access to networks are a substantial risk to security professionals. On the same note, disgruntled employees are considered a risk to information technology security because they might provide sensitive information or data to unauthorized individuals (Carson, 2017). Specifically, sensitive information on the hands of unauthorized people contributes to security danger and damage of the organization’s image as well as reputation. Therefore, it is time the IT security professionals to address the issue of disgruntled workers to keep the security of sensitive information intact.   
Careless Workers 
Caress employees are regarded as a significant risk to IT security. In fact, careless workers can forget his or her unlocked iPhone in a taxi, and this is a danger as important and sensitive information might land into the hands of unauthorized individual. In addition, workers might not understand the way to protect themselves online and this puts a company's data at risk (Carson, 2017). Therefore, IT security experts are advised to hold considerable training sessions to assist employees to learn the way to manage passwords as well as avoid hacking via criminal events such as key logger scams as well as phishing. In this case, employees should be offered ongoing support to ensure workers have the resources they need. Furthermore, employees should have strong passwords on their devices.   
Mobile Devices 
Mobile devices are considered to be a significant risk to IT security experts. In this case, information theft is at high vulnerability when workers are utilizing mobile devices to share information or access organization data. The reason is that most workers neglect to change their mobile passwords. It is unfortunate that mobile security breaches have affected many global organizations as far as information technology security is concerned (Carson, 2017). Therefore, security experts should ensure they have a security policy where workers are educated on device expectations. Furthermore, firms can monitor email and documents that are downloaded to company computer devices and systems or even worker-owned devices. 

Threats
It is unfortunate that over many years system security has faced many threats that need immediate attention. Therefore, as security experts scramble to stay abreast of the latest challenges in securing their surroundings, they need to navigate a sophisticated playing field. Some of the threats that security experts face include virus, logic bomb, and Spyware, to mention a few. 
Virus
Viruses are one of the threats that security experts experience in the modern world. In particular, this is a computer program that possesses the capability to replicate as well as infect other computers (Renfroe & Smith, 2016). It is unfortunate that viruses are transmitted over networks or even through USB drives not forgetting other portable media. 
Logic Bomb
Logic bombs are threats that offer security experts sleepless nights. In particular, logic bombs are considered as bits of coded information added to software that will set off a specific function (Renfroe & Smith, 2016). It is important to note that logic bombs are the same to viruses as they perform malicious actions such as corrupting information as well as deleting files. 

Spyware 
Spyware is is a threat that plays a vital role in invading computers via software downloads. In this case, both freeware, as well as shareware downloads and peer-to-peer file sharing, are regarded as typical infection points. On the same note, spyware can pilfer sensitive data and can be used as an advertising tool (Renfroe & Smith, 2016). In this case, the intent is to gather a user’s data by monitoring internet event as well as transmitting that to an attacker. 
Vulnerabilities
Security experts in the retail industry experience numerous vulnerabilities as far as information security is concerned. Some of the vulnerabilities include injection flaws, broken authentication, as well as cross-site scripting. 

Injection Flaws
It is noteworthy that injection flaws come from a classic failure to filter untrusted input. In fact, this can take place when one passes unfiltered information to the SQL server to the browser to the LDAP server. The main challenge in this case is that the attacker can inject to the aforementioned entities and this contributes to loss of information as well as hijacking client’s browsers. Therefore, anything that your application receives from untrusted sources must be filtered (Watts, 2017). Individuals should not utilize a blacklist as getting that right is difficult as well as easy to bypass. It is noteworthy that antivirus software products offer stellar instances of failing blacklists.   
Broken Authentication
Broken authentication is recognized as a collection of many challenges that might happen during the process; however, they do not all come from the same root cause. Assuming that anyone still needs to roll his or her own authentication code. In this case, the URL might contain the session id as well as leak it in the referrer head to someone else (Watts, 2017). Furthermore, session hijacking might be possible, timeouts not enforcement or utilizing HTTP.  
Cross Site Scripting 
It is noteworthy that cross-site scripting is widespread input sanitization failure. In this case, an attacker provides a web application or JavaScript tags on input. In case this input is returned to the user unsanitized, the user’s browser will perform it (Watts, 2017). Notably, this can be regarded as simply creating a link as well as persuading a user to click it.     
Recommendations
In terms of risks facing IT security professionals, firms should train workers on cybersecurity best practices as well as offer ongoing support. The reason is that some workers might not understand the way to protect themselves online, which puts a company at risk. Additionally, companies must carefully spell out their BYOD policy to ensure that workers are better educated on device expectations as well as organizations should better monitor email and documents that are being downloaded to the company or worker-owned devices. In terms of threats, security teams should come up with antiviruses that prevent and protect their computers and other devices from the invasion of viruses. On the same note, organizations must introduce learning programs to ensure that security teams have the required knowledge about the aforementioned threats and the way to prevent them. Overall, in terms of vulnerabilities, security teams should come up with a framework to get rid of web security vulnerability. Additionally, security teams should filter their input properly to protect their information against injection flaws.
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